Abstract. We introduce the notion of nonhomomorphicity as an alternative criterion that forecasts nonlinear characteristics of a Boolean function. Although both nonhomomorphicity and nonlinearity re ect a \di erence" between a Boolean function and all the a ne functions, they are measured from di erent perspectives. We are interested in nonhomomorphicity due to several reasons that include (1) unlike other criteria, we h a ve not only established tight l o wer and upper bounds on the nonhomomorphicity of a function, but also precisely identi ed the mean of nonhomomorphicity o ver all the Boolean functions on the same vector space, (2) the nonhomomorphicity o f a function can be estimated eciently, and in fact, we demonstrate a fast statistical method that works both on large and small dimensional vector spaces.
Motivation of this Research
It is known that a function f on V n is a ne if and only if f satis es such p r o p e r t y that for any e v en k with k 4, f(u 1 ) f(u k ) = 0
(1) whenever u 1 u k = 0 . In addition, it can be veri ed that f is a ne if and only if there exists an even k with k 4 s u c h that (1) holds whenever u 1 u k = 0. Therefore we regard (1) as a characteristic that is useful in telling a non-a ne function from an a ne one.
Now consider a non-a ne function f on V n . L e t k be an even with k 4 a n d (u 1 : : : u k ) b e a k-tuples with u 1 u k = 0 . I f f(u 1 ) f(u k ) = 0 then f satis es the a ne property at the particular vector (u 1 : : : u k ). On the other hand, if f(u 1 ) f(u k ) = 1 then f behaves in a way that is against the a ne property a t ( u 1 : : : u k ).
The above observations motivate us to de ne the numberofk-tuples of vectors in V n , ( u 1 : : : u k ) with u 1 u k = 0 s u c h that the a ne property ( 1 ) i s satis ed, as the homomorphicity of f, and furthermore, the numberof k-tuples of vectors in V n , ( u 1 : : : u k ) with u 1 u k = 0 s u c h that the a ne property (1) is not satis ed, as the nonhomomorphicity of f.
While nonhomomorphicity and nonlinearity are similar to each other in that they both re ect a \distance" between a Boolean function and all the a ne functions, the former di erentiates itself from the latter in the way the \distance" is measured. Nonhomomorphicity has several interesting properties suggesting that it can serve as a useful nonlinearity indicator: (1) unlike other criteria, we have not only established the tight lower and upper bounds on nonhomomorphicity, but also precisely identi ed the mean of nonhomomorphicity over all the Boolean functions with the same size, (2) the nonhomomorphicity of a function can be estimated e ciently. I n fact, we s h o w a fast statistical method for estimating the nonhomomorphicity of a function. The computing time of the statistical method is not relevant to the dimension (numberofvariables) of the function. This guarantees that we can use a computer programme to analyze Boolean functions of higher dimensions e ciently.
Introduction to Boolean Functions
Denote by V n the vector space of n tuples of elements from GF(2). The truth table of a function f from V n to GF(2) (or simply functions on V n ) is a (0 1)-sequence de ned by ( f( 0 ) f( 1 ) : : : f ( 2 n ;1 )), and the sequence of f It is known that the nonlinearity of a function f on V n can be expressed as N f = 2 n;1 ; 1 2 maxfjh `iij 0 i 2 n ; 1g
where is the sequence of f and`0, : : : ,`2n ;1 are the rows of H n , namely, the sequences of the linear functions on V n . ( F or a proof of (3) see for instance Lemma 6 of 7] .) In addition, the maximum nonlinearity of a function is 2 n;1 ; 2 1 2 n;1 , namely, N f 2 n;1 ; 2 1 2 n;1 .
Given a function f on V n , a ( 1 ;1) matrix de ned by M = ( ( ;1) f( i j ) ), where i j 2 V n and 0 i j 2 n ; 1, is called the (1 ;1) incidence matrix, or simply, the matrix of f. The following is attributed to R. L. McFarland 2]: M = 2 ;n H n diag(h `0i h `1i : : : h `2n ;1 i)H n (4) where be the sequence of function f on V n ,`i be the ith row of H n , and diag(a b c ) denotes the diagonal matrix whose entries on the diagonal are a b : : : c .
A function f on V n is called a bent function 6] if h `ii 2 = 2 n for every i = 0 1 : : : 2 n ; 1, where is the sequence of f and`i is a row i n H n . A b e n t function on V n exists only when n is a positive e v en number, and it achieves the highest possible nonlinearity 2 n;1 ; 2 1 2 n;1 .
Homomorphicity and Nonhomomorphicity
The following lemma is important i n t h i s paper, as it explores a characteristic property of a ne functions which will be useful in studying nonhomomorphicity. Lemma 1. Let f be a function on V n . T h e n (i) f is an a ne function if and only if f satis es such property that for any even k with k 4, f(u 1 ) f(u k ) = 0 whenever u 1 u k = 0 , (ii) f is an a ne function if and only if there exists an even k with k 4 such that f(u 1 ) f(u k ) = 0 whenever u 1 u k = 0 .
Proof. Let f be a function on V n . W e r s t p r o ve P art (ii) of the lemma. Assume that f is a ne. By using De nition 1, it is easy to verify that for any even k with k 4, f(u 1 ) f(u k ) = 0 w h e n e v er u 1 u k = 0 . C o n versely, assume that there exists an even k with k 4 s u c h that f(u 1 ) f(u k ) = 0 whenever u 1 u k = 0 . W e n o w p r o ve that f is a ne. Let u 1 and u 2 be any two vectors in V n . Obviously, the k vectors u 1 , u 2 , u 1 u 2 , 0 : : : 0 satisfy u 1 u 2 (u 1 u 2 ) 0 0 = 0 . F rom the assumption,
Consider two cases: f(0) = 0 and f(0) = 1. (6) where u 1 and u 2 are arbitrary.
Let e j denote the vector in V n , whose the jth component is one and others are zero. For any xed value x j in GF(2), j = 1 : : : n , from (6), f(x 1 e 1
x n e n ) = f(x 1 e 1 ) f(x 2 e 2 x n e n ) Applying (6) repeatedly, w e h a ve f(x 1 e 1
x n e n ) = f(x 1 e 1 ) f(x 2 e 2 ) f(x n e n ) Note that f(0) = 0 implies f(c ) = cf( ) where c is any v alue in GF (2) and is any v ector in V n . Hence f(x 1 e 1
x n e n ) = x 1 f(e 1 ) x n f(e n )
From the de nition of e j , x 1 e 1 x n e n = ( x 1 : : : x n ). On the other hand, if we write f(e j ) = a j , j = 1 : : : n then (7) can be rewritten as f(x 1 : : : x n ) = a 1 x 1 a n x n This proves that f is linear. b n x n This proves that f is a ne. We n o w p r o ve P art (i) of the lemma. Assume that f is a ne. From De nition 1, it is easy to check that for any e v en k with k 4, f(u 1 ) f(u k ) = 0 whenever u 1 u k = 0 . C o n versely, a s s u m e f satis es such p r o p e r t y t h a t for any e v en k with k 4, f(u 1 ) f(u k ) = 0 whenever u 1 u k = 0 . Then from Part (ii) of the lemma, f must be a ne.
It is important t o p o i n t out that nonhomomorphicity, high order auto-correlation and high order derivation introduced in 4] are three completely di erent concepts. Let f be a function on V n . I n 4 ] , t h e derivation of f at vector , denoted by f(x), is de ned as follows f(x) = f(x) f(x ):
and the kth-order derivation of f at vectors 1 : : : k , denoted by This result shows that the two matrices, ( (k) ( i j )) and diag(h `0i k h `1i k : : : h `2n ;1 i k ) are similar in the sense that from the former one can easily nd out the latter through the use of H n , a n d vice versa. Furthermore, it is not hard to see that the sum of the entries on the diagonal of ( (k) ( i j )) is ident i c a l t o t h a t o f diag(h `0i k h `1i k : : : h `2n ;1 i k ). In other words,
Hence we h a ve p r o ved Corollary 1. Let f be a function on V n , M be the matrix of f and be the sequence o f f. Then (k) (0) = 2 ;n P 2 n ;1 i=0 h `ii k .
For k = 2 , w e h a ve (2) (0) 
Expression of Nonhomomorphicity b y Other Indicators
Recall (3), the nonlinearity of a function f on V n is related to the maximum jh `iij, where is the sequence of f and`i is the ith row of H n . We give a precise expression of nonhomomorphicity b y using the same indicator.
Theorem 2. For a function f on V n and k an even with 4 k 2 n .h where the equality holds if and only if n is even and f is bent.
Armed with the above result, next we s h o w a bound on nonhomomorphicity.
Theorem 3. Let f be a function on V n and k an even integer with k 4. T h e n the following statements hold: Recall that the nonlinearity of a function reaches the minimum nonlinearity if and only if the function is a ne while the nonlinearity of a function reaches the maximum nonlinearity if and only if the function is bent. The above t h e o r e m shows there exists a consistent relationship between nonlinearity and nonhomomorphicity, especially when the order of nonhomomorphicity i s large. Thus, if h (k) f 1 is large, we expect that f is closer to a bent function than to an a ne one, and conversely ifh (k) f 1 is small, then the function is closer to a ne than to bent. Ash 6 Comparing Nonhomomorphicity and Nonlinearity A natural question on nonhomomorphicity i s h o w it is related to other nonlinear characteristics, such as nonlinearity which indicates the minimum distance between a particular function and all the a ne functions. It turns out that nonhomomorphicity and nonlinearity are two indicators that are not directly comparable. We demonstrate this by inspecting three speci c functions f, g and h on V 2s with s 5.
Recall that the rows in H s , the Sylvester-Hadamard matrix of order 2 s , a r e denoted by`i, i = 0 1 : : : 2 s ; 1. The three functions are de ned as follows:
